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• ICAT deployed in Kubernetes since 2023.

• Using a slightly modified version of 

docker.icat¹:
• Not all core components are deployed.
• Base image modified to support NFS mounts (user UID 

adjustment).

• Elasticsearch APM monitoring added.

• The cluster was running an older 

Kubernetes version (~3–4 years old 

at the time).

• ICAT was the first large-scale workload 

deployed in the cluster.

1. https://github.com/RKrahl/docker.icat
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• Cluster-related issues during 2024:
• Failure to prune completed pods led to eviction of 

running services.

• Network plugin experienced certificate errors.

• CoreDNS issues led to excessive request flooding in 
some applications.

• Partial high-availability clusters underperformed.

• Issues with ICAT’s deployment:
• ICAT pods were repeatedly evicted, causing

significant downtime and impacting data ingestion

/ access.
• Long ICAT startup times.

• Resource usage per component could not be

measured due to bundled container deployment.
• Unable to scale individual components of the ICAT 

stack.
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• ICAT architecture and performance 

improvements:
• Split ICAT core services into multiple pods to eliminate 

monolithic architecture.

• Optimize ICAT startup time, accounting for inter-service 

dependencies.

• Upgrade ICAT and some of its backing 

components:
• Migrate database from MySQL to MariaDB.

• Upgrade ICAT to version 6.

• Update user and proposal synchronization to align 
with the new User Office application.

• Enable easy and standardized ICAT 

deployment on Kubernetes for everyone.
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• Typical Kubernetes deployment:
• Deployment / StatefulSet: pod blueprint.
• Service: internal load balancer for pods.

• Ingress: external access to a service.

• ICAT deployment context:
• Each Kubernetes component is defined in a YAML file.

• ICAT orchestration requires 17 separate YAML files.

• The problem? WTMY or YAMLpocalypse.
• High complexity and risk of misconfiguration
• Difficult to maintain consistency and reuse components.

• Mentally taxing and error-prone.

• Troubleshooting nightmares.
• Small changes, automation, and parameterization are 

difficult to implement safely.

Deployments, pods and ingresses.
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Deployments, pods and ingresses.
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• Single-file configuration:
• Centralize all ICAT parameters in a single ‘values.yaml’ 

file.

• Eliminate separate configuration files (e.g., logback.xml, 

*.properties, *.xslt).

• Container strategy:.
• Use standard Payara Docker images; avoid custom 

modifications*.
• Prefer smaller Payara Micro images to improve startup 

times and reduce resource usage.

• Deployment simplicity:
• Enable easy, one-line deployment.

helm install icat-test2 icat-k8s -n icat-core-test -f values.yaml
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• For lightweight components use Payara 

Micro:
• authn.anon
• authn.db

• authn.oidc

• icat.oaipmh

• For heavier components*,  use 

Payara Server Full:
• icat.server

• ids.server
• *:  or any other component that relies on a

message broker
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• All components setup.py scripts bundled 

into a single file.

• Use of init-containers:
• For setting up each component:

1. Prepare each component by fetching artifacts and 

libraries from the repository.

2. Execute setup.py to add or replace *.properties, 
logback.xml and *.xslt files within the WAR artifacts 

and generate ‘post_boot_asadmin_commands’ files.

• Manage startup order by waiting for dependent services 

(e.g., icat.server waits for authn.anon, authn.db, and 
authn.oidc; ids.server waits for icat.server).
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• Example for IDS server:

1

2
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• values.yaml:
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• values.yaml:



cells.es

10 - 11 February, 2026 — ICAT F2F meeting @ Abingdon

Implementation

14

• values.yaml:
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• Chart publication:
• Publish the Helm chart to GitHub and Artifact Hub for 

public use.

• Validate the chart with other ICAT components (e.g., 

Lucene).

• icat-testbox publication.
• Publish icat-testbox, a lightweight project for creating 

ephemeral ICAT instances for unit and integration 
testing.

• Initially developed to support testing of the new 

ingestion system (PACER); work in progress.

https://github.com/ALBA-Synchrotron/icat-k8s
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